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"O HamnpaBneHuu uHbopmarun"

(BMecTe ¢ "MeToan4ecKUMU peKOMEHIAIMSIME O pa3MeIleHUH Ha MH(pOPMAIIMOHHBIX CTCHAX,
o(HuIMaTEHBIX HHTEPHET-CalTaX U APYTUX HHPOPMAITMOHHBIX pecypcax
0011e00pa30BaTeIbHBIX OPraHU3alui U OPTaHOB, OCYIIECTRISIIOIINX yIpaBicHUE B cepe
obpazoBanwusi, nHGpopMau 0 6€30IMaCHOM MTOBEJCHUHU U UCTIOJIb30BaHNU ceTH "MHTepHeT")



MUHUCTEPCTBO OBPA3OBAHUMS U HAYKH POCCUMICKOM ®EJIEPALIIN

JENAPTAMEHT 'OCYJAPCTBEHHOM MOJIUTUKU B COEPE
OBHIEI'O OBPA30BAHUA

IMUCBMO
ot 14 mas 2018 r. N 08-1184

O HAITPABJIEHUN UTHOOPMAILINU

JlemapTaMeHT TOCYJIapCTBEHHON TIONUTUKH B cdepe obmiero oOpa3oBaHUS
Munobpuayku Poccum HampaBisieT i1 CBeJeHHUsT pa3paboTaHHbie BpemenHoi
komuccueir CoBera @Degepanii MO  Pa3BUTHI0O  WHOOPMAIIMOHHOTO  OOIIECTBA
METOJMYECKHE PEKOMEHJAIMU O pa3MelIeHMd Ha HWH(POPMAIMOHHBIX CTEHJIaX,
opuIMaNbHBIX ~ HMHTEpHET-caliTax M JpYruX  HMHQOpPMAIMOHHBIX  pecypcax
0011e00pa30BaTeIbHBIX OPTaHU3AINI U OPTaHOB, OCYIIECTBIIAIOMINX yIpaBieHHE B chepe
oOpazoBaHusi, uHpopManuu O O€30MaCHOM T[IOBEICHUUM U HUCMOJb30BAHUM CETH
"Nntepuer".

Hupexrop Jlenapramenra
A.E.IIETPOB

[Ipunoxenue

METOJUWYECKHUE PEKOMEHJIALIUU
O PASMELLEHUY HA UTHO®OPMALIMOHHBIX CTEHJAAX, O®UIIMAJIBHBIX
WUHTEPHET-CANTAX U IPYTUX UH®OPMALIMOHHBIX PECYPCAX
OBIIEOBPA3OBATEJILHBIX OPTAHU3ALIAI M OPTAHOB,
OCYUIECTBJISIIOLLMX
YIIPABJIEHUE B COEPE OBPA30BAHUS, THO®OPMALIUU O
BE30IACHOM
MOBEJIEHUU Y UCNNOJb30BAHUU CETH "UHTEPHET"

Okcnepramu U uineHamu BpemenHoi komuccuu Coera denepainu no pa3BUTHUIO
MH(POPMALIMOHHOTO OOIECTBA B PAaMKaxX BBINMOJHEHUS PEKOMEHAALUN TMapIaMEHTCKUX
ciaymaHui "AKTyallbHBIE BOMPOCHI OOecTeueHrss O€30MacHOCTH W PAa3BUTHUS JETEH B




uH(pOpMaIIMOHHOM TpocTpaHcTBe", KoTopbie mpouutn B Cosete denepanuu 17 anpens
2017 1., ObulIM pa3paboOTaHbl METOAMYECKHE PEKOMEHJAIMU O pa3MEleHUH Ha
UH(GOPMAIIMOHHBIX  CTEHJaX, opuIMaNbHBIX ~ WHTEpPHET-caliTax W JAPYTHuX
nH(DOPMAITMOHHBIX  pecypcax  oO0meo0pa3oBaTeNbHBIX OpraHW3alMid W OPraHoB,
OCYIIECTBISIONIMX yIpaBieHue B cdepe oOpazoBanus, uHPopmamuu o O€30MacCHOM
MOBEJICHUU U UCIOJIb30BaHUM ceTu "MHTepHeT" (anee - METOUYECKUEe PEKOMEH AN ).

MeTtoauueckre peKOMEHIallMK HalpaBieHbl Ha KaYyeCTBEHHOE IMOBBILIEHHE YPOBHS
WH(GOPMALIMOHHON JIEATEIBHOCTH 00Ie00pa30oBaTeNbHBIX OpraHu3aliidi W OPraHoB,
OCYUIECTBJISIOIIMX yIpaBieHWE B cdepe o00pa3oBaHMs, B YacTU HH(POPMHPOBAHUS
YYAILUXCS, UX pOAUTENEH (3aKOHHBIX MPECTABUTENEH) U MEIarornyecKux paboOTHUKOB 00
OCHOBHBIX aCMEeKTaX HHPOPMALMOHHOI 0€30MMaCHOCTH.

MeTtoauueckre peKoMeHAalMK MO3BOJIAT 00LIe00pa30BaTEeIbHbIM OpPraHU3alusiIM U
opraHam, OCYIIECTBIISIFOUIUM YIpaBiieHue B cdepe oOpa3oBaHHUs, aKTyaJIU3UpPOBATH YyiKe
UCIIOJIb3yEMbIE U pa3MElIEHHbIE MH(DOPMAMOHHbIE MAaTEpPUAIIbI, TAK U MOATOTOBUThH UX B
Clly4ae UX OTCYTCTBHSI C YUETOM JIyUIIUX MPAKTHK U PEKOMEHIALIMM.

B pamkax MeTOOWYECKMX  PEKOMEHJALMK  pacCMATPUBAIOTCS  CICAYIOLIUE
MHCTPYMEHTBL:

1. uHpOpPMaAILIMOHHBIE CTEHIBL;
2. ouunanbHble HHTEPHET-PECYPCHI;

3. cpeacTBa maccoBoi MHGOpMAaIUU (IIKOJIBHBIC Ta3€Thl, MEIArOrM4ecKue U3IaHus U
TIpyTHE).

HNudopManuoHHbIE CTEHIbI

Ha wuHpopMammoHHBIX CcTeHIaXx B  0O0ME0Opa3oBaTEIbHBIX  OpraHU3AIUsX,
pPacoJIOKEHHBIX B (hoiie yupekIeHWid U B KaOWMHETaX, OCHAIICHHBIX MEePCOHATbHBIMU
ycTpoiicTBaMH Il BbIXoga B ceThb 'MHTepHer", peKoMeHAyeTCsl pPa3MECTUTh
uH(DOpPMAIIMOHHBIC TIAMSTKH, COJIEpKAIllie OCHOBHBIE COBETHI 1O OOECIEYEHUIO
MH(OPMAITMOHHOW 0€30MaCHOCTH YYallluXCS.

B mpunoxennn N 1 K METOAWYECKUM pPEKOMEHIAIUSAM TIPEACTABICH 00paser]
MaMSTKH JIJT pa3MeIleHrs Ha HH()OPMAITMOHHBIX CTEHIAX.

CpencrBa MaccoBoii uHpopmManuu
B cpenctBax maccoBoil uH(MOpPMANMK, OPUEHTHPOBAHHBIX Ha OOYUYaOIIUXCS,

PEKOMEHyeTCsl B T€UEHHUE YYEOHOro rojia peryisipHO MyOJIMKOBaTh MH(POPMALMOHHBIE
MaTepHalibl, MOCBSLIEHHBIE OTAEIbHBIM acleKTaM HH(OpMAIMOHHOW O€30MacHOCTH, a




TAKKC PA3JIMYHBIC ITaMATKH O6HIGFO XapakTepa.

B cpenctBax maccoBoil uH(pOpMalud, OPUEHTUPOBAHHBIX Ha MEJArOTHYECKYIO
OOIIIECTBEHHOCTh, PEKOMEHJYEeTCsI B TEUYEHHE KaJEHJApHOrO0 Toja PEryJIspHO
nyOauMKOBaTh HH(DOpPMAIMOHHBIE MaTepuaibl, IOCBSIICHHBIE OTAEIbHBIM AacleKTaM
UH(GOPMAaIIMOHHON 0e30macHOCTH Kak HECOBEPIIECHHOJIETHHUX, TaK U
o011e00pa3oBaTeNbHbIX ~ OpraHM3allMid, a TakKkKe pa3IdyHble TaMSATKH, 0030pbl
HOPMATHUBHO-TIPABOBOTO PETYJIUPOBAHUS JaHHOU cepbl U MHPOPMALMIO O aKTYyaJbHBIX
MEPOTPHUATHSIX U COOBITUSAX B TaHHOMU cepe.

B xome mposenenuss EnuHoro ypoka mo Oe3omacHoctd B cetu "HMHTepHet"
PEKOMEHyeTCsl OOeCMEUYUTh BBIMYCK TEMATUYECKOTO BBIMTYCKAa CPEACTBA MAacCCOBOM
uHdopmaiuu 1100 cepur MyOJUKaAIU, CpeId KOTOPhIX PACCMOTPETh OpraHHW30BaHHbBIC
MEpONpUsATUS [JJIsi OOydYarolmuxcsi, HUX pojauTeNed (3aKOHHBIX MpEACTaBUTENICH) U
MeJaroru4eckoil 00IIeCTBEHHOCTH.

O¢pununaasusie UnTEpHET-pecypebl

OO011e00pa3oBaTENbHBIM OPraHU3alUsAM PEKOMEHIYETCS] Ha CBOMX O(UIMAIBHBIX
HNurepHeT-pecypcax ~ obecrneunTb  (PYHKIIMOHMPOBAHHWE  CAMOCTOSITEIBHOIO U
cnienuann3upoBanHoro pasnena "MudopmarmonHas 0€30MacHOCTh", B paMKaX KOTOPOTO
IPeyCMOTPETh pa3MelIeHHe cielytome nHhopMaluu:

N | Paznen/monpazne ®opmar CopeprxaHre MaTepuaioB
1 IIPEACTABIICHUS
MaTepraIOB

1. |JlokanbHbIe Konun nokymeHToB | Pazmemarorcst Konuu J0KyMEHTOB, T.€.
HOpPMAaTUBHEIE B hopmate *PDF  |ckaHMpOBaHHBIN BapuaHT JOKYMEHTA,
aKThl B chepe COOTBETCTBYIOIINI TPEOOBAHUAM K
oOecrieueHus rapaMeTpaM CKaHUPOBAHMS.
UH(OPMAIIMOHHO PazMemarorcs TOKyMEHTBI,
1 6e3omacHoOCTH pEMIAMEHTUPYIOLIME OPTAHU3ALMIO U
oOy4Jaronmxcs paboTy C MepCcoOHANbHBIMU JIAHHBIMH,

TJIaHbl MEPONIPUATHI 110 00ECTICYEHUTO
nH()OPMAITMOHHON O€30MaCHOCTH
oOyuaromuxcst u ApyTue.

2. |HopmaTtuBHoe Komnuu noxkymenToB | [IyOnuKytoTcst akTyalilbHbIE€ CBEJIEHUS O
perynupoBanue |B popmare *PDF | penepanbHbIX U peruoHanbHBIX 3aKOHAX,
MMCbMaxX OPraHOB BJIACTH U JPYTHUe
HOPMAaTUBHO-TIPABOBBIEC IOKYMEHTHI,




perIaMeHTHPYIOIIUE 00eCIIeYeHNE
HH()OPMAITMOHHON O€30MaCHOCTH
HECOBEPIICHHOIETHUX. JomycKaeTcs
BMECTO KOITUH pa3MeIaTh THITEPCCHIIKH
Ha COOTBETCTBYIOINIUE JIOKYMCHTHI Ha
caiiTax OpraHoOB TOCYAapCTBCHHOM
BJIACTH.

3. |llemarornueckum |TekcT Ha cTpaHunie | PazMmemarorcs MmeToaqudeckue
paboTHUKaM caira PEKOMEHIAIIMU U YKa3bIBACTCS

Konuu n1okymMeHTOB | MiH(GOpMAaLUs O MEPONPUSATHUSIX, TPOEKTAX
B hopmate *PDF  |u mporpammax, HarpaBJI€HHBIX Ha
MOBBINICHUE UHPOPMAITMOHHOM
IPaMOTHOCTH NEAArOTMYECKUX
pabOTHHUKOB.

4. |O0yuatomumesa | Teker Ha cTpanuie |Pasmeniaercss ”HpopMalMOHHAs TaMsTKa
caira (mpunoxenue N 2) U yKa3bIBaeTCs
uH(bOpMaIUs 0 MEPOIIPUATHX, IPOEKTaX
U TIporpamMmax, HarnpaBJIeHHBIX HA
NOBBILIEHHE HH()OPMALIMOHHON
IPaMOTHOCTH O0yYarOIINXCA.

5. |Ponurensm Tekcr Ha cTpanuie |Pa3meniaercss nHpoOpMalMOHHAs aMsITKa
(3aKOHHBIM caiita (npunoxenne N 3).
PEACTABUTEIISIM)
00yJarommMxcs

6. |Hderckue Tekcr Ha cTpanuie |Pa3memniaercs uHpopmanus o
0e3omacHbie caiTa PEKOMEHIyEMBIX K UCIIOJIb30BAHUIO B
CalThI yueOHOM Ipoliecce Oe30MacHbIX cailTax,

OaHHEepbI 0€30MaCHBIX JIETCKUX CAUTOB.

Opranam, oCyIIeCTBIISIIOLIMM yIIpaBiieHue B cpepe oOpa3zoBaHMsi, peKOMEHIYETCS Ha
ceoux  oduuuaneHbix  MHTepHeT-pecypcax — obecneuuTh  (PYHKIIMOHHpPOBAHUE
CaMOCTOSITEJILHOTO U CHEIUaIM3UpOBaHHOTO paszzena "MHdopmarimonHas 6€30macHOCTD'",
B paMKax KOTOPOTo MPeyCMOTPETh pa3MelleHue ciaeayroIiei nudopmanmu:




ITpunoxxkenue N 1

MAMSITKA )
JIISI OBYYAIOIUXCSI OB TH®OPMAIIMOHHOM BE3OINACHOCTH
NETEN

HEJIb35

1. Bcem moapsn coobmarh CBOWO 4YacTHYHO HHGOpPMAIMIO (HACTOSIIHNE HMS,
(dbamunuto, TenedoH, aapec, HOMEp IIKOJbI, a Takxke (pororpaduu CBOU, CBOEH CEMbU U
Ipys3eit);

2. OTKpBIBaTB BJIOXKCHHBIC (1)aI>IIHI>I BHCKTpOHHOfI IIOYTHI, KOrga HC 3HACIIb
OTIIPABUTCIIA,

3. FPY6I/ITB, NpuanpaTrbCsa, OKa3blBaTb HAaBJICHHUC - BCCTH ce0s HEBSXKINBO H
aI'pCCCUBHO,

4. He pacnopspkaiicsi J€HbraMM TBOEH CEeMbH 0€3 pa3pelleHus CTapUuIMX - BCeraa
CIIpalliiBail pOAUTEIIEH;

5. He Bcrpeuaiicss ¢ MIHTepHET-3HAKOMBIMU B PEANBHOM KU3HHU - IOCOBETYWCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSEILIb.

OCTOPOXHO

1. He Bce nuuyT npaBay. Yuraeus o cedbe Henpasay B UHTepHETE - cooOum 00 3ToM
CBOHMM POJUTENSIM UK ONIEKyHaM;

2. llpurnamarT mNepenuchIBaThCS, WIrpaTb, OOMEHUBATHCS - MPOBEPb, HET JIU
MIOABOXA;

3. Hezakonnoe xonmpoBanue (aiisioB B UHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIBIM O MPOOJIEMax B CETH - OHU BCET/a TIOMOTYT;

5. Wcnonb3yil HaCTpOWKHU O€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSITH CBOU
AKKayHTBI B COLICETAX U APYTMX NOPTANIAX.

MO’KHO
1. YBaxail Apyrux mnojab30BaTeliei;
2. Ilonp3yembess UHTEpHET-UCTOUHUKOM - JI€JIAl CCBUIKY HA HETO;

3. OTKpbIBaii TOJBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;




4, O6HlaTI>C}I 3da IMOMOIIBIKO B3POCJIBIM - POJAUTCIIM, OIICKYHBI M AIMHWHUCTPALUA
CalTOB BCCTra IIOMOT'YT,

5. Ilpoiian obydyenne Ha caiite "CeTeBMYOK" W MOJIy4Yd mMacmnopT IUGPOBOTro
rpaxiaaHuHal

IIpunoxenue N 2

NHOOPMALIMOHHAA ITAMATKA
I OBYUYAIOIIUXCSA JJISA PASMEHIEHUA
HA OPNIUNAJBHBIX UTHTEPHET-PECYPCAX

C KaXapIM roJI0OM MOJIOJIC)KH B HHTEPHETE CTAHOBUTHLCS OOJIBINE, 8 IIKOJLHUKH OJTHU
U3 CcaMbBIX AaKTHBHBIX IIOJIb3oBaTelle PyHera. Mexay TeM, HOMHMO OTPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MPOOJIeMBbl. JTa IMaMsATKa JOHKHA ITOMOYb
TebOe 0e30I1acHO HaXOIUTHCSA B CETH.

KomunbrorepHbie BUPYChI

KoMmnbroTepHblii  BUPYC - 3TO Pa3sHOBUAHOCTb KOMIIBIOTEPHBIX IPOrpamw,
OTJIMYUTENBHOU OCOOEHHOCTBIO KOTOPOM SIBISIETCA CIOCOOHOCTh K pPa3MHOXEHU. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTh UJIM MOJHOCTHIO YHUUTOXKUTh BCE (hailiibl
Y JaHHbIe, MOJAKOHTPOJbHBIE MOJb30BATEN0, OT HMMEHHM KOTOpPOro ObLla 3amyllieHa
3apa)kK€HHas IporpamMMma, a TaKKe IOBPEIUTh WIM AK€ YHUUTOKUTH ONEPALMOHHYIO
cUCTeMy cO BceMHu (aitmamu B 11eioM. B OONBIIMHCTBE CIIydaeB paclpOCTPaHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MeTtobl 3a1IUTHI OT BPEIOHOCHBIX MPOTPaAMM:

1. Hcnons3yidi COBpPEMEHHBIE ONEPAIMOHHBIE CHUCTEMBI, HMEIOIINE CEPhE3HBIM
YPOBEHB 3alIUTHI OT BPEIOHOCHBIX MTPOrpaMM;

2. IlocrossHHO ycTaHaBNIWBai mauTu (IUGPOBHIEC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C IEJbl0 JOPAaOOTKM MpPOrpaMMbl) M JApyrue OOHOBIICHHSI CBOEH
onepanroHHON cucteMbl. CkaunBail UX TOJNBKO ¢ ouIManbHOro caita pazpadorunka OC.
Ecnu cymiecTByeT pexuM aBTOMaTHYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGotaii Ha cBOeM KOMIbIOTEpE TMOJ TMpaBaMH IOJIb30BaTENs, a He
aJMMHUCTpATOpa. OTO HE MO3BOJUT OOJNBIIMHCTBY BPEJOHOCHBIX IPOrpamMm




HHCTAJUIMPOBATHCA HA TBOEM IICPCOHAIIBHOM KOMIIBIOTCPC,

4. Vcnosib3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOAYKTHI H3BECTHBIX MPOU3BOIUTENEH,
C aBTOMaTU4ECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIHIL;

6. Vcnonp3yit BHEIIHUE HOCUTENU HH(POPMAIIUU, TaKue Kak Quielika, JUCK uitu (aiin
Y3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (haiiIbl, TOJYYEHHbIE U3 HEHAJAEKHBIX HCTOYHUKOB.
Haxe Te ¢aiiabl, KOTOpbIE MPUCIAT TBOM 3HAKOMBIN. Jlydllle yTOUHU y HEro, OTHpPAaBIISLI
JIM OH TeOe ux.

Cern WI-FI

Wi-Fi - 5T0 He BuJI mepeaaun TaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OpeH/I, MapKa.
Eme B 1991 rony nuaepnanjckas kommanus 3apeructpupoBana openn "WECA", uto
obo3nauano cnoBocoueranue "Wireless Fidelity", xoTopeiii mepeBoauTCs  Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Hamero BpeMeHHU Joluia japyras abOpeBuaTypa, KOTOpas SIBISIETCS TaKOW Ke
TexHosiorue. Ito abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha
CTaHAapT BbicHie 3BykoBoW TexHuku Hi-Fi, yto B mepeBoje o3HawaeT '"BbICOKas
TOYHOCTB".

Jla, OecriiaTHBIN HHTEPHET-I0CTYI B Kade, OTENAX U a3ponopTax sBISETCS OTIMYHOM
BO3MOXKHOCTBIO BbIXOJa B MHTepHeT. Ho MHOrume »SKCHepTbl CUWUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He ABISIOTCS 6€30MaCHBIMH.

CoBeTbl 10 0€30MaCHOCTH PabOThI B 00IIEOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoto JimuHyro wHGOpMaInuio depe3 odmieaoctynasie Wi-Fi cetn.
Pabortas B HUX, JKeJaTeJIbHO HE BBOJAUTH MAPOJIU JIOCTYTA, JIOTUHBI U KaKue-TO HOMEpa;

2. Wcnonb3yii 1 OOHOBIISI aHTUBUPYCHBIE MPOTPaMMbI U OpaHamayep. TeM cambiM
ThI 00€30MacHuIITb ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢yskmuio "OO6mui noctyn k (aitnam u
npuHTepam". JlanHas GyHKOUS 3aKphiTa 1O yMOJYaHHWIO, OJIHAKO HEKOTOPHIC
MOJIH30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCTIOJIb30BaHUs B paboTe i yuebe;

4. He ucnonp3yit nyonuunbii WI-FI ny1s nmepegauu TUYHBIX JTaHHBIX, HAPUMEDP IS
BBIXO/IA B COLIMAJIBHBIE CETU WX B JIIEKTPOHHYIO MTOYTY;

5. Ucnonb3yi Tonbko 3ammiieHHoe coeaquHenue yepes HTTPS, a ne HTTP, 1.e. npu




Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B wmoOmwmpHOM Tenedone otkiaroun Qynkmuo "Tloaxmouerne k- Wi-Fi
aBToMaTnuecku". He nomyckaif aBTOMaTHUYECKOTO IMOJAKIIOYEHUS YCTPOWCTBA K CETAM
Wi-Fi 6e3 TBoero coriacus.

CoumnajbHble CeTH

CounalibHbIe CETH aKTUBHO BXOJIST B HAIYy KM3Hb, MHOTHE JIFOJU PA0OTAIOT U KUBYT
TaM TOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MHILIMAp YETOBEK, UYTO SBIIAETCS
OJIHOM CceIbMOM BCEX JKUTEJeH IUIaHeThl. MHOrue Mnojb30BaTelId HE MOHMMAIOT, YTO
uHpopmalusi, pa3MelIeHHasT MMH B COLMAIBHBIX CETAX, MOXET ObITh HailieHa Hu
HCIIOJB30BaHa KEM YTOJHO, B TOM YHCJI€ HE 00s3aTEIbHO ¢ OJJaruMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 0 O€30IIaCHOCTH B COoIIMaJIBHBIX CCTAX:

1. Orpannyb cnucok apy3eil. Y TeOs B Jpy3bsiX HE JODKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIOJIEH;

2. 3amuMinaidl CBOK YacTHYIO *u3Hb. He yka3piBail maposu, TenedoHsl, aapeca, 1aTy
TBOETO POXIACHUS M JAPYTyl0 JIMYHYIO HMHPOpMALUIO. 3JIOYMBIIIJIEHHUKA MOTYT
HCIIOJIb30BaTh Jake HH(POpPMALIMIO O TOM, KaK Thl U TBOM POAUTEIH IJIAHUPYETE IPOBECTU
KAHUKYJIbI;

3. 3ammiail CBOO pemyTaIuio - Iep>KU €€ B UUCTOTE U 3ajJiaBail cebe BOMpOC: XOTel
OBl ThI, YTOOBI IPYTUE MOJB30BATENIN BUJEIH, YTO ThI 3arpyxaemb? [logymaii, mpexie
YeM YTO-TO ONyOJMKOBATh, HAMIMCATh U 3aTrPY3UTh;

4. Ecny TBI TOBOPHIIB C JIFOJABMU, KOTOPBIX HE 3HACIIb, HE UCIIOJB3YH CBOE PEaJIbHOE
UMS U IpYTYIO JTUYHYIO HH(OPMALIUU: UMS, MECTO JKUTEJIbCTBA, MECTO Y4eObl U MTPOYEE;

5. WN36erait pasmemenuss Qororpaduit B WMHTEpHETE, TIAe Thl H300paxeH Ha
MECTHOCTH, IT0 KOTOPO¥H MOKHO OIPECITUTh TBOS MECTOIOJIOKCHHE;

6. Ilpu peructpaiuu B COLMAIBHOW CETH HEOOXOJMMO HCMOJb30BATh CIIOKHBIC
MapoJiv, COCTOSLIUE U3 OYKB U U(DP U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. Jns conmanbHOM CETH, MOYTHl M JPYTUX CaWTOB HEOOXOIMMO HCIOJIB30BaTh
pasHble maponu. Torga eciu TeOs B3JIOMAOT, TO 3JIOYMBIIIJIEHHUKH MOJIYy4YaT JIOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IeHbI'H

DJIEKTPOHHBIC JEHBIU - 3TO OYEHb YJAOOHBIN CIIOCOO IUIATeXeH, 0JHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TU JE€HbIU.




BJIGKTpOHHI)IC JACHBI'M IIOABUJIMCH COBCCEM HCIAaBHO M MMCHHO H3-3a4 3TOI'O BO MHOTHX
rocygapCrBax 10 CHUX IIOp HC IIPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun xe OoHM (QYHKUMOHMPYIOT U O HUX YK€ IMPOMNHCAHO B 33aKOHE, IJI€ UX
pa3ieNAoT Ha HECKOJIBKO BHIOB - AaHOHMMHBIE MU HE aHOHUMHBbIE. PasHuIla B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOIUTH Olepauu 0e3 ACHTU(PUKAIIH
II0JIb30BATEIS], @ B HEAHOHUMHBIX UICHTU(UKALMS TT0JIb30BATENS SBISETCS 00513aTENbHOM.

Taxxe crnemyeTr pa3nuyaTh JIEKTPOHHBIE (PUATHBIE IEHBI'H (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIE HE(UATHBIEC IEHbIY (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO 0€30IMACHOI padOTe C 3IEKTPOHHBIMU JE€HbIAMMU:

1. IlpuBsku K c4eTy MOOMIBHBIN TeseoH. DTO camblil yAOOHBIN U OBICTPBIN CIOCOO
BOCCTAHOBUTH JIOCTYN K cyeTy. [IpuBsizaHHbIi TeneoH MOMOXKET, eciau 3a0yaenlb CBOU
TJIATEKHBIN MTApOJIb WY 3alJICIIb HA CAUT C HE3HAKOMOTO YCTPOKCTBA;

2. Vcnonb3yit ogHOpa3oBele napoau. [locne nepexona Ha yCUIIEHHYIO aBTOPHU3ALIMIO
Tebe yke He OyJIeT yrpoKaTh ONaCHOCTh KPayKU MJIM MepexXBaTa MIaTeKHOIo MapoJis;

3. Boibepu cnoxxubiit maposb. [Ipectynaukam OyneT He MPOCTO YrajaTh CIOKHBIN
napoiib. HaznexxHele maponu - 3TO HapoiM, KOTOPBIE COAEpKAaT HE MEHEEe 8 3HAKOB U
BKJIFOYAIOT B C€0s1 CTPOYHBIE U MPONKUCHBIE OYKBBI, HUPPHI U HECKOJIBKO CUMBOJIOB, TaKUE
KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIIATENIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBO/IM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSICIIb.
JJIeKTPOHHAA MOYTA

DNEeKTpOHHAs MOYTA - ATO TEXHOJOTHS U MPEIOCTABISIEMbIE €10 YCIYTH 10 TIEPEChUIKE
U TIOJYyYEHHUIO DJICKTPOHHBIX COOOIICHUH, KOTOpPHIE PACIPEACIIOTCS B KOMITBIOTCPHOU
cetu. OOBIYHO DIJICKTPOHHBIA TIOYTOBBIM SIIIMK BBHITJSIUT CICIYIOIIMM 00pa3oM:
UMs_TTOJIB30BaTEII(@UMS_JTOMEeHa. Takke KpoMe Tepeladd MPOCTOro TEKCTa, WMEETCS
BO3MOKHOCTh TIepe/1aBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hamo BBIOpaTh mpaBWIBHBIA TOYTOBBIN cepBHC. B HWHTEpHETE €CTh OTrpOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4lle JOBEPSATh TEM, KOTO 3HAEllb U
KTO IIEPBBIN B PEUTHHIE;

2. He yka3bIBaii B TMYHOM NouTe IMYHYIO0 HHPopMmaruio. Hanpumep, myurie BoIOpath
"My3bIKasbHbIN _(panat@" uwim "pox2013" Bmecto "temal3";

3. Hcnonb3yil ABYX3TAaMHYH aBTOPU3AIMIO. DTO KOTJAa MOMHMO Mapojsi HYXHO




BBOJMUTH KOJ, MpUChUIaeMblid 0 SMS;

4. BeiOepu CIOXKHBIN Mapostb. JJIs KaKI0ro MOYTOBOTO SIIUKA JOHKEH OBITH CBOM
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NApOJIb;

5. Ecnm ecTp BO3MOYKHOCTB HalucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH ATy
BO3MO>KHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. lIepBhIi 111 4aCTHON NEPENHUCKU C
azpecaTaMy, KOTOPBIM Thl JTOBEpSACIIb. JDTO AJIEKTPOHHBIN aJIpec HE HAAO MCIIOIb30BaTh
IIPU PETUCTpALMK HA (PopyMax U canTax;

7. He oTkpbIBail (aiyibl 1 Jpyrue BIOKEHHUS B MUCbMaX, J1a)Ke €CJIM OHH MPHUIILINA OT
TBOMX Jipy3ei. JIydle yTouHH y HUX, OTHPABIISUIN JIM OHU T€O€ 3TU (pailiibl;

8. Ilocne okoH4YaHMsI pabOThI HAa MOYTOBOM CEpPBUCE MEPE] 3aKPhITHUEM BKIIAJKU C
caiToM He 3a0yJp HaXxaTh Ha "Beiitn".

KuodepOyaimnHr uim BUPTyaJbHOE U31€BATEIHLCTBO

KubepOymmHr - mpeciieloBaHUE COOOIICHUSIMHU, COACPKAIUMHU OCKOPOJICHMUS,
arpeccHro, 3amyruBaHUE; XYJIWTAHCTBO; COIMAIbHOE OOMKOTUPOBAHHME C TIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KUOEPOYIITMHIOM:

1. He 6pocaiics B 6oii. JIydmmii crioco0: moCOBETOBAThCS Kak ce0s BECTH U, €CIIH HET
TOTO, K KOMY MOXHO 0OpaTUThCS, TO BHAYaIe YCIIOKOUThCSA. ECiu Thl HA4HEIIb OTBEYaTh
OCKOPOJICHUSMHU Ha OCKOPOJICHHS, TO TOJIBKO €1I1e OOJIBIIIE Pa30KKEITh KOHPIUKT;

2. Yupasnsiii cBoei kuOepperyTaiuei;

3. AHOHUMHOCTH B ceTH MHHUMas. CyllecTBYIOT COCOObI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKAYHTOM;

4. He cTouT BeCTH XyJMIraHCKU o0pa3 BUPTyalibHOU >kU3HU. HTEpHET puKCUpyeT
BCE TBOU JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OYyJeT KpaitHe 3aTpyTHUTEIHHO;

5. Cobinroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. UrHopupyit emuHuuHbid HeratuB. OHOpPA30BBIE OCKOPOHWTENbHBIE COOOIIEHUS
Jydiiie uirHopupoBaTh. OOBIYHO arpeccus MpeKkpaliaeTcs Ha HaYalbHOW CTaJIuH;

7. bam arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B
COIMAIBHBIX  CETAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTMIPABKH COOOIIEHUH ¢
OTIpEe/ICTICHHBIX aJIPECOB;




8. Ecnmu T1bl cBugerens kuOepOymivHra. TBOM JAEUCTBUS: BBICTYIUTh HPOTHUB
npeciieoBaTeNs, I0Ka3aTh €My, YTO €ro JIEUCTBUS OLICHUBAIOTCS HETaTUBHO, MOJAEPKATh
KEPTBY, KOTOPOM HYKHA ICHXOJIOTMYECKasi MOMOIb, COOOIIUTH B3pPOCIBIM O (QakKTte
arpecCUBHOIO MOBEACHUS B CETH.

MoOuniabHbIi TesieoH

CoBpemeHnHble cMapT(OHBI W IUIAHIIETHl COJEpKaT B cebe BIOJHE B3POCIBIN
(yHKLIHMOHAJ, U TENepb OHH MOTYT KOHKYPHUPOBAaTh CO CTAlMOHAPHBIMH KOMIIBIOTEPAMHU.
OpHako, CpeCTB 3aIIMUTHI JIJIs MOAOOHBIX YCTPOMCTB MOKa O4€Hb Mano. TectupoBaHue M
IIOMCK YS3BUMOCTEH B HUX IPOMCXOIWUT HE TaK MHTEHCHBHO, Kak mia 11K, To ke camoe
KacaeTcsi U MOOMJIbHBIX PUIIOKEHUH.

CoBpeMeHHBbIE MOOWJIbHBIE Opay3ephbl YK€ MNPAKTUYECKH JOTHAJU HACTOJIbHBIC
aHaJOTH, OJHAKO paciiupeHre (QyHKIMOHAIa BJEYET 3a cCO00il OOMBIIYI0 CIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTbD.

I[aJ'ICKO HC BCC TIIPOU3BOJUTCIIM  BBIITYCKAIOT O6HOBJ'ICHI/I$I, 3aKpPbIBAIONIHC
KPUTHYICCKUC YA3BUMOCTHU IOJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He siBnsieTcss mo-HacrosimieMy OeciuiaTHbIM. Byab OCcTOpokeH, Belb Koraa
Tebe mpejuiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE
YCIYTH;

Hywmaii, pexxne yem otnpaButh SMS, ¢hoTo unu Buneo. Thl TOYHO 3HACIIID, T/I€ OHU
OyayT B KOHEYHOM UTOTE?

Heo6xo1uMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Vcrionb3yit aHTHBUPYCHBIE TIPOTPaMMBI TSI MOOMITBHBIX TEJIE(POHOB;

He 3arpy>1<a171 IMPHUIJIOKCHUA OT HCU3BCCTHOTO MCTOYHHUKA, BC/Ib OHU MOTYT COACPKATH
BpPCAOHOCHOC IIPOIrpaMMHOC 06CCH6‘ICHI/IC;

[Toce Toro Kak ThI BBIMACIIb C CaiiTa, T/I€ BBOAWI JUYHYIO HH(POPMAIIHIO, 3211 B
HacTpoiku Opaysepa u yaaiu cookies;

[Teproanuecku npoBepsii, KAKME MIIATHBIE YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOl HOMep MOOMJIBHOTO Telie(pOoHa TOJBKO JIOASM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpsICILIb;

Bluetooth momxeH ObITH BBIKJIFOYEH, KOTJa Thl UM HE Mojb3yemibcs. He 3abbiBait
WHOTJIa TIPOBEPSTH ITO.




Online urpsi

CoBpeMEHHbIE OHJIAMH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaTHIBAIOIINE pPA3BICUCHMUS,
OOBEIUHSIONINE COTHU THICSY YEJIOBEK IO BCeMy MHUpPY. Mrpoku mcciaeayroT JTaHHBIA UM
MHUp, OOIIAIOTCS JAPYr C JPYroM, BBIIOJHSIOT 3aJaHUs, CPAKAIOTCI C MOHCTPAMH U
MOJIyYarOT ONBIT. 3@ yIOBOJIBCTBUE OHU IJIATAT: MOKYNAKOT IUCK, OILUIAYMBAIOT A0OHEMEHT
WJIM IPUOOPETAIOT KAKHE-TO OILIHH.

Bce 3tn cpexncrtBa MAyT Ha MONIEP)KAaHWE W PA3BUTHE WIPHI, a TAaKXKE Ha camy
0€301acHOCTh: COBEPUIEHCTBYIOTCS CHUCTEMBI aBTOPU3ALMU, BBIMYCKAIOTCA HOBBIE MaT4d
(urdpoBbIe 3aMIaTKH 17151 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOIIO6HI:IX HUIrpax CTOUT OIIaCaThbCA HEC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaiXu
TBOCTO I1apoJIsi, HA KOTOPOM OCHOBAHA CUCTEMaA aBTOPHU3AIUN OOJBIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAYHTaA:

1. Ecnu ngpyroéi urpok BemeT cels II0XO WM co3/laeT Te0e HENpUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Tloxanylcss agMUHUCTpATOpaM WIPbl Ha IUIOXOE€ IOBEICHUE 3TOr0 HWIrPOKa,
KEJATEeIbHO MPUJIOKUTh KAKUE-TO JOKA3aTENbCTBA B BUAE CKPUHOB;

3. He yxa3bIBail TnuHy0 HHGOpMaLIMIO B Tpodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBiuBaii HeopuiinaabHbIe AT U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMs UIPbI HE CTOUT OTKJIKOYATh aHTUBUpPYC. [Ioka ThI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WA Kpaika JIMIHBIX JaHHbIX

OOBIYHOM Kpaxkel JeHer W TOKYMEHTOB CETOJHS Yy>K€ HHKOTO HE YJIWBHIIb, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTHN 3JIOYMBIIUICHHUKN TEPEMECTUINCh B HMHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCS " MIOOUMBIM" JICIIOM.

Tax mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIUICHHHYECTBA WM (DHUINWHT, TIaBHAs
[[eJIb KOTOPOTO COCTOMT B MOJYYEHHH KOH(PHIECHIMANbHBIX NAHHBIX MOJb30BaTENCH -
JoruHOB U maposeit. Ha anrnuiickom si3pike phishing untaercsa xak ¢ummar (ot fishing -
pBIOHAs JIOBJIS, password - mapodb).




OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojmo3peBaellb, YTO TBOsI aHKETa Oblia
B3JIOMaHa, TO HE0OX0UMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00
ATOM KaK MOYHO CKOPEE;

2. Hcnonp3yii Oe3omacHble BeO-CaiThl, B TOM 4YHUCJE, HHTEPHET-MAra3uHOB U
IIOUCKOBBIX CUCTEM;

3. Wcnonb3y# clioxHbIE U pa3Hble aposu. Takum oOpa3om, eciu Te0s B3JIOMAIOT, TO
3JIOYMBIIUICHHUKH MOJy4aT JAOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIII0 B CETH, a HE KO
BCEM;

4. Eciu 1e0sa B3IOMalId, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBI€ J00aBJEHBI y TEOSA B JAPY3bsiX, O TOM, UTO T€OsI B3JIOMalIM U, BO3MOXHO, OT
TBOEr0 UMEHH OYyJIET PacChlUIaThCA CIIaM U CChUIKU Ha (PUITMHTOBBIE CaNTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TEnE(OH;
6. OTKII0UM COXpaHEHHUe MaposIs B Opaysepe;

7. He oTkpbiBaii (hailsibl u Ipyrye BIOKEHUS B MUCbMax, JaXe €CJIM OHU MPUIILIA OT
TBOUX Jipy3ei. Jlydine yTouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (Hailiibl.

u¢pposas penyrauus

[MudpoBas penyraius - 5TO HETaTUBHAS WK MMO3UTUBHAS HH(MOPMAITUS B CETH O TeOe.
Kommnpomerupytomas uHpOpMAIMsa, pa3MelIeHHass B HMHTEPHETE, MOXET CEepPbe3HBIM
o0pa3oM OTpa3uThCsl Ha TBOEH peanbHOM ku3HU. "Lludposas pemyrauusa" - 3T0 TBOU
UMUK, KOTOPBIA (popmupyercs u3 uHpopmalm o Tede B MHTEPHETE.

TBOe MECTO KUTEIhCTBA, Y4eOBI, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIJIMBACTCS B CETH.

MHorue moapoCTKH JIETKOMBICIICHHO OTHOCATCS K ITyOJIUKAINK JIMYHON MHGOpMAITHH
B MHTEpHETE, HE TOHMMAsi BO3MOKHBIX ITOCIECACTBUU. Thl Ta)KE HE CMOXKEIIb JH0TaAaThCs
o ToM, uTo doTorpadus, pa3MeIIeHHas 5 JIeT Ha3ajd, cTajla MPUYMHOW OTKa3a IPUHATH
TeOs Ha padoTy.

Kommenrtapuu, pasmenienue TBoux Qororpaduii m npyrue JEHCTBUS MOTYT HE
MCUYE3HYTh JAXE IIOCJE TOrO, KaK Thl MX yAAIMIIb. Thl HE 3HACIIb, KTO COXPAHWI 3TY
uH(pOpMaIIMIO, TIOTaa JIM OHA B TIOMCKOBBIE CUCTEMBI M COXPAHHUIIACH JIU OHA, a TJIaBHOE:
YTO MOAYMAKOT O TeOE OKpyXarollue JIOAW, KOTOpble HaWAyT M YBHAAT 3T0. Halith
UH(GOPMAIMIO MHOTO JIET CITYCTSI CMOKET JH000M - Kak U3 JoOphIX MOOYXKACHUH, TaK U C
HaMEpPEHUEM NPUUYMUHUTD BPEJl. ITO MOXKET ObITh KTO YTOJHO.




OCHOBHBIE COBETHI 10 3alIUTE HU(PPOBOH permyTaluu:

1. [Togymaii, ipexIe 4eM 4TO-TO MyOJMKOBATh W TIEepenaBaTh y ceOs B Oyore wid B
COLIMAJIbHOM CETH;

2. B nactpoiikax npoduiis yCTaHOBU OTpaHUYCHHs] HA MTPOCMOTP TBOETO Mpoduis u
€ro COJIEPKUMOT0, clIeJal ero ToJbKO "t apy3ei’;

3. He pa3memait u He yka3piBail HMH(OpMAIMIO, KOTOpass MOXKET KOT0-JIu0o
OCKOPOJISITh UM OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE TIKOJBHUKU - aKTHUBHBIE TOJIb30BATENIU HHU(PPOBOTO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMH BO3MOXKHOCTSIMU LU(PPOBOTO
MuUpa TpeOyeT cOOMI0ACHUS IPaB Ha HHTEIUICKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTENNEKTyallbHAasE COOCTBEHHOCTh" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOro yMma, HauWHas C HOBBIX H300pETEHUMH U 3HAKOB, 0003HAYAIOLINX
COOCTBEHHOCTh Ha TPOJYKTHI W YCIYTdM, W 3aKaHuuBas KHUTaMmH, ¢doTorpadpusimu,
KMHO(UIbMaMH U MY3bIKaJIbHBIMHU MPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO TMpaBa HAa WHTEJUIEKTYyaJlbHYl0O COOCTBEHHOCTh Ha
MPOU3BEACHUSI HAyKW, JUTEpaTypbl M HCKYycCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B
KauecTBEe TapaHTHH TOTO, YTO HMHTEJUICKTYyaJIbHBIA/TBOPUECKUN TPYJ aBTOpa HE Oyner
HaIpacHbIM, JIACT €My CIpPaBEIJIMBbIE BO3MOKHOCTU 3apaboTaTh Ha pe3yJbTaTax CBOETO
Tpy/a, MOJYyYUTh U3BECTHOCTh M IMpu3HaHue. Hukto 0e3 pasperieHus aBTopa HE MOXKET
BOCITPOM3BOANTH €r0 MPOU3BENIEHNE, PACHpPOCTPaHATh, MyOJUYHO JIEMOHCTPUPOBATH,
npoJlaBaTh,  HUMIIOPTHUPOBATh, IyCKaTb B  MPOKaT, MNYOJIMYHO  HUCIOJHSTD,
MOKa3bIBaTh/UCIIOJIHATH B 3upe uinu pazmeniats B IuTepHeTe.

Hcnonp3oBanue '"mupaTcKOTO" MPOrpaMMHOTO OOECTICUCHUS] MOMKET MPUBECTH K
MHOTHM pHCKaM: OT TIOTEpU JIaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO
YCTPOWCTBA, TJ€ YCTAHOBIICHA HeJlerayibHasi porpamma. He cTtouT Takxke 3a0bIBaTh, 4TO
CYIIIECTBYIOT JieTajbHbIE U O€CIUIaTHBIC MPOrPAMMBI, KOTOPbIE MOXKHO HAWUTH B CETH.

O nmoprasne

CereBUUYOK.p) - TBOW TIJIaBHBIA COBETUYHMK B CETH. 3/1€Chb Thl MOKEUIb y3HAaTh O
0€30MMaCHOCTH B CETH TMOHSATHBIM M JIOCTYIIHBIM $I3IKOM, a TPH BO3HUKHOBEHUH
KPUTHUYECKON CUTyalluu OOpATUTHCS 32 COBETOM. A TakKe MPHUHATh y4acTHE B KOHKypcax
Y CTaTh CaMbIM MU(PPOBBIM TPAKTAHUHOM!




IIpunoxenue N 3

MAMSATKA 1JIS1 POJUTEJIE Ob UTHO®OPMAIIMOHHOMN BE30OIIACHOCTHA
NETEN

OmnpeneneHue TepMuHa "MHGOpPMAIMOHHAS OE€30MAaCHOCTh ACTEH" COACPKUTCS B
denepanbHOM 3akoHe N 436-D3 "O 3ammre gerei oT HHOOPMAIUK, TPUIHHSIONICH BpeT
HX 3JI0POBBIO U Pa3BUTHUIO", PETYIUPYIOIUIUM OTHOIICHHUS, CBS3aHHBIC C 3aIIUTON JETEH OT
nH(pOpMaIuy, IPUUIUHSIONICH Bpea UX 30pOBbI0 U (W) pa3BuTUio. COrIacHO JaHHOMY
3aKOHY "WH(pOpMaIMOHHAs 0€30MacHOCTh JIETeH" - 3TO COCTOSHUE 3AIIUIICHHOCTH, MPHU
KOTOPOM OTCYTCTBYET PHCK, CBS3aHHBIH C NpUYMHEHHEeM HHMOpMalmend Bpena HX
3I0POBBIO U (WIIH) (PU3HUECKOMY, IICUXHYECKOMY, TYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 unbopmaimei, TpUUUHSIONICH Bpen
3I0POBBIO U (WJIN) PA3BUTHIO IETEH, SBIIACTCS:

1. uadopmarus, 3anperieHHas sl pacIpOCTPAHECHUS CPEAU JACTeH;

2.  undopmalus, pacnpocTpaHEHHWE KOTOPOHM  OrpaHUYEHO Cpeau  JeTei
OTIPE/ICJICHHBIX BO3PACTHBIX KATETOPHUH.

3. K undopmaniuu, 3anpenieHHou s paclpOCTPAHEHUSI CPEIU IETEeH, OTHOCUTCS:

4. nadopmanus, moOyKaaromas IeTeil K COBEPIICHUIO ACHCTBHM, MPEICTaBISIOMMNX
YIpo3y HMX JKM3HH M (WJIM) 370pOBBIO, B T.4. NMPUYMHCHHIO BpElla CBOEMY 3JI0POBBIO,
caMOyOUICTBY;

5. crmocoOHOCTh BBI3BATh y JIETEH JKeNaHUE yMOTPEOUTh HAPKOTHUYECKUE CPENICTBA,
TICUXOTPOTHBIC U (W) OAyPMaHUBAOIINE BEIIECTBA, TAOAYHBIE H3/IENHs, AIKOTOJIBHYIO U
CIIMPTOCOAEPIKAILYIO MPOAYKLUIO, MMBO U HAMMUTKU, U3TOTABIMBAEMBIE HA €r0 OCHOBE;
MIPUHATH YYaCTUE B a3apTHBIX UIPaxX, 3aHUMAThCS MPOCTUTYIUEH, OPOASIKHUYESCTBOM UITU
MONPOIIANHUYECTBOM;

6. OOOCHOBBIBAIOIIAS WJIM OIpPaBIbIBAIONIAS JOMYCTUMOCTh HAcuUius U (WJIH)
KECTOKOCTH JIMOO TMOOYXKJaromasi OCYIIECTBISATh HACUIBLCTBCHHBIC JCHCTBUS TIO
OTHOLIEHHUIO K JIKOJIIM U KUBOTHBIM;

7. oTpHIIaroIIas ceMeiHbIe IIEHHOCTH U (OPMHUPYIOIIAsi HEYBAKEHUE K POAUTEISIM U
(WIK) APYTUM 4YjIEHAM CEMBH;

8. oImpaBJAbIBaroIasa MpOTHUBOIIPABHOC ITIOBECACHHUC,




9. comepikaiiasi HeleH3ypHYIo OpaHb;
10. coneprkaras nHGpOPMAIIUIO TOPHOTPAGUUIECKOTO XapaKTepa.

K wundopmamum, pacmnpocTpaHeHHe€ KOTOPOW  OrpaHHYEHO CpeAau  JAeTe
OIIPEEIIEHHOTO BO3pacTa, OTHOCUTCS:

1. nadopmarus, mpeacTaBisgeMas B BUJIC U300PKCHHS WIIM OITUCAHUS KECTOKOCTH,
¢u3mdeckoro W (WIM) TICUXMYECKOTO  HACWIMS, TPECTYIUICHUS WA  HWHOTO
AHTHOOIIECTBECHHOTO JICHCTBUS;

2. BBI3BIBAIOIIAS y JETEH CTpax, y)Kac WIM IIaHUKY, B T.4. IIPEACTaBIsEMasi B BUJC
M300paKEHHSI WM OINKCAaHHUS B YHIDKAIONIEH 4YelIOBEYEeCKOE JOCTOMHCTBO (QopMme
HEHACWIbCTBEHHON CMepTH, 3a00JIeBaHUs, CaMOyOHICTBA, HECUACTHOTO CiydYas, aBapuu
WJIM KaTacTpo(dbl U (WIIM) UX MOCIEACTBHIM;

3. mpejacTaBisieMas B B M300paKEHUSI WIIM ONTMCAHUS TTOJIOBBIX OTHOIIICHUN MEXTY
MY>XYAHOU U KEHILIUHOM;

4. conmepkamiasi OpaHHBIC CIIOBA M BBIPQKEHUS, HE OTHOCSIIHMECS K HEIEH3YypHOU
OpaHu.

C yuerom storo Bam mnpennaratrorcsi npaBuiia paboTel B ceth MHTepHET s
pa3jIMyYHBIX BO3PACTHBIX KAaTEropHil, COONIIO/IEHHE KOTOPBIX IO3BOJUT OOECIEUUTh
nH(}OpPMAIMOHHYIO 0€30MMaCHOCTD BaIlIUX JIETEH.

OO0mume npaBuiia 1J9 poauTesiei

1. He3aBucuMo oT Bo3pacta peOEHKa HCIHOJIB3YHTE MPOTpaMMHOE OOECIEeUCHHUE,
noMoraroiiee (GUIBTPOBaTh M KOHTPOJUPOBATH HHQOpMAIMIO, HO HE IMoJjaraiTech
MOJTHOCTBIO Ha HeTo. Baille BHUMaHue K peOCHKY - TJIaBHBIN METO/ 3alllUTHI.

2. Ecniu Bam peGeHOK HMeeT akkayHT Ha OJHOM U3 COIMAJIbHBIX CEPBHCOB
(LiveJournal, blogs.mail.ru, vkontakteru u T.1.), BHUMaTEIbHO H3Y4YUTE, KAKYIO
uH(OpMaAIMIO TMOMENIAIOT €ro Y4YaCTHUKM B CBOMX MNpoQuisx W OJiorax, BKIOYas
¢dotorpaduu u BUIEO.

3. IlpoBepbTe, C KaKUMU APYTUMH CallTaMU CBS3aH COLIMAIbHBIN cepBuc Baiiero
pebenka. Ctpannuku Bamiero pebenka MOryT ObITh O€30MaCHBIMHU, HO MOTYT M COJIEPKATh
CCBUIKM Ha HEXeJaTelbHble W OMACHbIE CAaWThl (HalpuMep, MOPHOCAWUT, WM CaWlT, Ha
KOTOPOM JIpyT YIOMHHAeT HOMep coToBoro Tteinedona Bamero pebenka wiam Bai
JIOMAITHUHN ajpec)

4. IMoompsiite Bamux neteit coobmars 000 BCEM CTPAHHOM WUJIM OTTAJIKHUBAIOIIEM U
HE CIIMILIKOM OCTPO pearupyire, Koraa OHU 3TO JENaloT (U3-3a OMAaceHUs MOTePATh AOCTYI




K HHTCpHeTy ACTH HC TOBOPAT pPOAUTCIIAM O HpO6JI€MaX, d TaKXXC MOI'YT HadaTb
HCIIOJIB30BaTh I/IHTepHCT BHC JOMa " HIKOJ'II)I).

5. BynwTe B Kypce cereBoit )u3Hu Barmiero pebenka. MHTepecyiiTech, KTO UX APY3bs
B MIHTEpHET TaK e, KaKk NHTEPECYETECh PEAlbHBIMU JIPY3bsIMHU.

Bo3spacr ot 7 10 8 Jser

B UnTepHeTe peOEHOK cTapaeTcsl MOCETUTh T€ WM UHBIE CAalThI, @ BOSMOXKHO U YaThl,
pa3pelieHue Ha IOCEIIEHWE KOTOPbIX OH He mnody4duwsn Obl oT poxuteneil. Iloaromy
pOIUTENSAIM OCOOEHHO TIOJE€3HbI OYyIyT TE€ OTYEThl, KOTOpPbIE MPEIOCTaBISIOTCS
nporpaMMamMy IO OrPaHUYCHUIO HCnosb3oBaHus HHrepHera, T.6. Poaurensckuit
KOHTPOJb WU TO, YTO Bbl CMOXKET€ YBHJETh BO BpeMeHHBIX (paiinax. B pesymnwrare, y
pebeHka He OyneT OIIYIIeHUs, YTO 3a HUM BEJETCA MOCTOSHHBIM KOHTPOJIb, OIHAKO,
poautenu OyayT MO-TIPEKHEMY 3HATh, KaKWe CaWThl Tocemaer ux pebeHok. [letu B
JAHHOM BO3pacTe O00JIaJaloT CHJIBHBIM YYyBCTBOM CE€MbH, OHHM JIOBEpUYMBHI U HE
COMHEBaIOTCs B aBTopuTeTax. OHU JIOOAT UTPATh B CETEBBIE UIPHI U MyTEIIECTBOBATH 110
NHTepHeTy, HWCMONB3ysl DJJIEKTPOHHYKO IMOYTY, 3aXOJUTh HA CAlThl M YaTbl, HE
PEKOMEHJOBAHHBIE POJIUTEIISAMH.

CoBeTnl 110 Oe30macHoCcTH B ceti IHTepHeT s nereid 7 - 8 jer

1. Co3paiiTe CIUCOK JTOMAIIHUX MPaBHII MOcelleHus: MIHTepHeTa npu ydyacTuu JieTeu
U TpeOyITE €ro BHITIOTHEHUS.

2. TpeOyiite oT Bamiero peGeHka coOOMIOEHUSI BPEMEHHBIX HOPM HaxXO0XJICHUS 3a
koMmmbioTepoM. [lokaxkute pedenky, uto Bel HabmrogaeTe 3a HUIM HE MOToMy uTo Bam 310
XOYeTCs, a MOTOMYy 4TO BBl OecrokoWTech O €ro 0e30MmacHOCTH M BCEra TOTOBBI €MY
MIOMOYb.

3. KommbloTep ¢ mopakiatoueHreM K VHTEpHETYy AOMKEH HaXOJIUThCS B OOIIeH
KOMHATE IMOJi IPUCMOTPOM POJIUTETICH.

4. Mcnonib3yiTe cienHalbHbIC IETCKUE MOMCKOBBIE MAIIIMHEI.

5. HWcnone3yiiTe cpeactBa OJOKUPOBAHUS HEXKENATEIBHOTO KOHTEHTAa Kak
JOTIOJIHEHUE K CTaHIapTHOMY PouTenbckoMy KOHTPOJTIO.

6. Co3maiiTe CeMEHHBIN AJICKTPOHHBIM SIIUK, YTOOBI HE ITO3BOJIUTH ACTAM HMETh
coOCTBEHHBIC aapeca.

7. BaokupyiTe 10CTyn K caiTaM ¢ OECIUIATHBIMU MOYTOBBIMU SIIUKAMH C TOMOULIBIO
COOTBETCTBYIOILET0 MPOrPAMMHOTO 00€CIIeueHHs.

8. Ilpuyuute nereit coBeToBaThCs ¢ Bamu mepen omyOauKOoBaHHMEM KaKOW-JTHOO




MHPOpPMAIIUU CPEJCTBAMH d3JIEKTPOHHOW IMOYTHI, YaTOB, PErHCTPAIlMOHHBIX (OpM U
npoduiei.

9. Hayuurte neteil He 3arpyxarh (pailyipl, mMporpaMMmbl WM MY3bIKy O€3 Ballero
corjacusl.

10. He pa3pemaiite JeTIM HCIOJIB30BAaTh CIYy>XKObl MTHOBEHHOTO OOMEHa
COOOIIECHUAMH.

11. B "Oenbril" cnmMcoK calTOB, pa3pelIeHHBIX I MOCEUIEHUS, BHOCUTE TOJIBKO
CalThI C XOPOILIEHN peIyTalue.

12. He 3a0b1BaiiTe OecenoBarh ¢ AETbMH 00 UX JApy3bsix B MHTepHeTe, Kak eciu Obl
peUb 1UIA O APY3bSIX B PEATBHOU )KU3HMU.

13. He nenaiite "TaGy" u3 BOIPOCOB IMOJOBOW KU3HM, Tak Kak B MHTepHeTe netu
MOTYT JIETKO HaTKHYThCA Ha MOPHOTPAPHUIO WU CANTBHI "1 B3pOCIBIX".

14. Ilpuyuute Bamero pebGeHka cooOmiarth BaM O JFOOBIX Yrpo3ax WJIM TPeBOrax,
cBs13aHHbIX ¢ MHTEepHeTOM. OcTaBailTeCh CIOKOMHBIMA M HAallOMHHUTE JIETSIM, YTO OHH B
0e30macHOCTH, €ClIM CaMH paccKazalii BaM O CBouxX TpeBorax. lloxBamure ux u
MMOCOBETYWUTE MOJOUTH €Il pa3 B MOJOOHBIX CITydasiX.

Bospacr gereii ot 9 10 12 ger

B nanHoM Bo3pacTe J1eTH, Kak MPaBUIIO, YKE HACIBIIIAHBI O TOM, Kakasi nH(popMarus
cymectByeT B HutepHere. CoBEpIIEHHO HOPMalIbHO, YTO OHU XOTSAT 3TO YBUJCTH,
MPOYECTh, YyCHbIMAaTh. [Ipr 3TOM HYKHO TOMHHUTH, YTO JOCTYIl K HEXeJaTeIbHbIM
MarepuajiaM MOXKHO JIETKO 3a0JOKHMPOBAaTh MPU TOMOIIUA CPEACTB Poautenbckoro
KOHTPOJISI.

CoBeTbl 110 0e30MmacHOCTH U1 JIeTer oT 9 110 12 et

1. Co3naliTe CIIMCOK JTOMAINTHUX TPABWII TocemeHrs MIHTepHeT npu yyacTuu JeTed u
TpeOyiTe ero BHITOTHCHHUS.

2. TpeOyiiTe oT Baiiero pedbeHka co0Ir0ieHrsI HOPM HaXx 0K ACHUS 32 KOMITBIOTEPOM.

3. HaGmromaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAKUTE eMy, 4To Bbl
OecCroKouTeCh 0 ero 0€30MacCHOCTH U BCETJIa TOTOBBI 0KAa3aTh €MY ITOMOIIIb.

4. KomnbroTep ¢ noakiaoueHueM B IHTepHEeT AOKEeH HaxXOIUuThCs B 001l KOMHATE
10/, IPUCMOTPOM POAUTENEH.

5. HWcnome3yliTe cpenctBa OJOKMPOBAaHUS HEXKEIATEIBHOTO KOHTEHTA Kak




JOIIOJIHCHUC K CTAHAAPTHOMY POI[I/ITGJ'II)CKOMy KOHTPOJIIO.

6. He 3a0piBaiiTe NpuHUMATh HENOCPEACTBEHHOE Y4YacTUE B JKU3HHU peOEHKa,
OecenoBaTh ¢ JETbMH 00 UX JIpy3bsix B HTEpHETE.

7. HacrauBaiite, 4yToObl JETH HUKOTJAa HE COMIAIIAJINCh HA JIMYHBIE BCTPEUYU C
Ipy3bsaMu 1o MHTEpHETY.

8. [lo3BomstiiTe meTsM 3aXOAWTHh TOJIBKO Ha CalWThl M3 "Oemoro" cmmcka, KOTOPBIN
CO3IaliTE BMECTE C HUMM.

9. Ilpuyunte nereil HUKOIZA HE BbIJABaTh JIMYHYIO HH(GOPMAIUIO CPEACTBAMU
AJIEKTPOHHOM  TOYTHI, YaTOB, CHUCTEM MIHOBEHHOT0 OOMEHa  COOOILECHUAMH,
PErHCTPAlMOHHBIX (OpPM, JIMYHBIX Npoduied W TpU PErHCTpalMd Ha KOHKYPCHI B
WNHurepHere.

10. [puyuure pereli He 3arpyxarb mporpammel 60e3 Bamlero paspemienus.
OOBsACHUTE UM, YTO OHU MOTYT CIy4ailHO 3arpy3uTh BUPYCHI WIH JAPYToe HEKeIaTelbHOe
MIPOrpaMMHOE 00ECIICUCHHE.

11. Co3paiite Bamemy peOeHKy OrpaHMUYEHHYIO YYETHYIO 3alUCh JJisi pabOThl Ha
KOMIIBIOTEDE.

12. Ilpuyuute Bamero pebenka cooOmarh BaM O JIOOBIX Yrpo3ax WM TPEBOrax,
cBs3aHHBIX ¢ MHTepHeTroM. HamomuuTe aetsiM, 4To OHHM B OE€30MAaCHOCTH, €CIU CaMu
pacckaszaiy BaM O CBOMX TPEBOTraxX U OMACEHUSX.

13. Pacckaxkure netsim o mopHorpaduu B UuTepHeTe.

14. HacrauBaiiTe Ha TOM, YTOOBI JOETH MPEAOCTABISJIM BaM JOCTYIl K CBOEH
AJIEKTPOHHOM NOYTE, YTOOBI Bbl YOEIUIIUCH, YTO OHHU HE OOILAI0TCS C HE3HAKOMIIAMH.

15. OObscHUTE JOETSIM, YTO HENb3S HCIOJAb30BaTh CETh JUIA XYJUTaHCTBA,
pacrpoCTpaHeH sl CIUICTEH WU YTPO3.

Bospacr nereii ot 13 10 17 et

B oaToM BO3pacte MOAPOCTKM AaKTUBHO WCIOJB3YIOT TOMCKOBBIE MAIIWHBI,
MOJIB3YIOTCSL DJICKTPOHHOM TIOYTOM, CIIy)KOaMU MTHOBEHHOTO OOMEHa COOOIIECHUSIMH,
CKauMBAIOT MY3bIKY U (UIbMBI. Manb4rikaM B 9TOM BO3pacTe OOJIbIIE M0 HPaBy CMETaTh
BCE OTpaHUYCHHS, OHHU JKaXAYT TpyOOro IoMopa, a3apTHBIX WIp, KapTUHOK 'mis
B3pocbix". JIeBOUKM TpEenmnovYnTaroT OOIMaThCsA B YaTaX, IPH 3TOM OHHU Topasno Oosee
YyBCTBUTEIHHBI K CEKCYyaJIbHBIM JJOMOTaTeIbcTBaM B IHTepHETE.

33‘—IaCTYIO B JaHHOM BO3pAaCTC POAUTCIIEIM YK€ BCCbMa CJIOKHO KOHTPOJMPOBATH




CBOMX JeTell, Tak kak o0 HHTepHeTe OHM yXKe 3HAIOT 3HAYUTEIBHO OOJIbIIE CBOMX
poauteneil. Tem He MeHee, He OTImycKaiTe eTel B ""cB0OoiHOE T1aBaHue" mo MHTepHeTy.
CrapaiiTech akTUBHO y4acTBOBaTh B 001eHNU pebenka B HTepHerTe.

BaxxHo mo-mpexxHeMy cTporo coOmogath mpaBuia HuTepHer-Oe3o0macHOCTH -
COTJIAlICHHE MEXy POAUTEN MU U JeThbMU. KpoMme Toro, HeoO0X0IMMO Kak MO>KHO Yallle
IpOCMaTpUBaTh OTYETHI O JesATenbHOCTH Jetedt B HHrepHere. Cnemyer o00paTuTh
BHUMAaHHE Ha HEOOXOJIMMOCTh COJIEpPKaHMSI POJUTENbCKUX Tapojel  (maposiei
aJMUHHUCTPATOPOB) B CTPOTOM CEKpEeT€ U OOpaTUTh BHHUMAHUE HA CTPOTOCTh ATUX
MapOoJIEH.

CoBeThl 10 0€30MacHOCTH B 3TOM Bo3pacte oT 13 o 17 net

1. Co3pmaiiTe cnMcOK JAOMAIIHUX MpaBuwil TocewmeHuss VHTepHeTra mpu ydacTuu
MOJPOCTKOB U TpeOyiTe 0€3yCIOBHOTO €ro BhIOIHEHHs. OOroBopute ¢ peOEHKOM CITHCOK
3aMpeleHHbIX calToB ('"4epHbIil ciucok"), yackl paboThel B IHTEpHETE, pyKOBOACTBO IO
oOmienuto B IHTEpHETE (B TOM YHCIIE B YaTax).

2. KOMHBIOTCp C IIOAKIIOYCHHUCM K CCTH HHTepHGT JOJDKCH HAaXOJIUTLCA B O6Hl€ﬁ
KOMHATE.

3. He 3a0bIBaiiTe OeceoBaTh ¢ 1eTbMH 00 UX JIpy3bsix B MIHTEpHETE, O TOM, YeM OHU
3aHATHI TAKUM 00pa3om, OYJATO peub HJAET O JPY3bAX B peanbHOU xu3Hu. CrpaiimBaite o
JOJAX, C KOTOPBIMH JETH OOIIAIOTCS TMOCPEICTBOM CIIy’)kO MIHOBEHHOTO OOMeHa
COOOIICHUAMH, YTOOBI YOSTUTHCS, YTO ITH JIFOAN UM 3HAKOMBEI.

4. MHcnonp3yiiTe cpencrBa OJOKMPOBAHHS HEXKENIATEIBHOTO KOHTEHTAa Kak
JOTIOJTHEHHE K CTaHAApTHOMY PoauTEIbCKOMY KOHTPOJTIO.

5. HeoOxomumo 3HaTh, KakMMU YaTtaMu NoJb3ytoTcss Bamm getu. Iloomipsiite
HCIIOJIb30BaHUE MOJEPUPYEMBbIX 4YaTOB M HacTauBaiiTe, 4ToOObI NIETH HE OOIIATUChH B
IIPUBATHOM PEKHUME.

6. HacrauBaiiTe Ha TOM, UTOOBI JI€TH HUKOTa HE BCTPEUYAIUCH JIUYHO C APY3bIMH U3
ceru MHTepHeT.

7. llpuyuute Jneredl He BbIJABATh CBOI JIMYHYIO HWH(OpPMALUIO CpEeACTBAMU
ANIEKTPOHHOM  TOYTHI, YaTOB, CHUCTEM MTHOBEHHOT0 OOMEHa  COOOIIECHUAMH,
PErMCTPAlMOHHBIX (OpPM, JIMYHBIX Mpoduied U TpU PErucTpalud Ha KOHKYPCHI B
HNnrepnere.

8. Ilpuyunte aeteil He 3arpyxarb nmporpammel 6e3 Bamero paspemenusi. O0bsicHUTe
UM, YTO OHHM MOTYT CIy4YailHO 3arpy3uTh BHUPYChl HWJIM JIPYrO€ HEXeJIaTebHOE
IpPOrpaMMHOE 0OECTICUeHHE.




9. Ilpuyunte Bamero pebGeHka cooOmaTh BaM O JIOOBIX Yrpo3ax WM TPEBOrax,
cBsi3aHHBIX ¢ MHTepHeroMm. HamomuuTe neTsM, 4TO OHU B OE30MACHOCTH, €CIH CaMH
pacckaszalii BaM, O CBOMX yrpo3ax Wiu TpeBorax. [loxBanurte UX M MOCOBETYHTE MOJOUTH
elle pa3 B HOJOOHBIX CITydasX.

10. Pacckaxure netam o nopHorpaduu B MHTepHeTe. [loMorure UM 3aluTUTLCS OT
cniama. Hayunre nmoapocTkoB He BbliaBaTh B MIHTEpHETE CBOErO PEabHOTO IEKTPOHHOTO
azipeca, He OTBeUaTh Ha HEXeJaTelbHble IMCbMa U UCII0JIb30BaTh CIIELUANIbHBIC IOUYTOBbIE
(GUIIBTPBI.

1. HpPIy‘II/ITe ce0s1 3BHAaKOMHTBCS C CaﬁTaMH, KOTOPBIC ITOCCITAIOT ITIOAPOCTKH.

12. Hayuure nere yBaxkaTh IpyruX B UHTEpHETE. Y O€IUTECH, YTO OHU 3HAIOT O TOM,
YTO MPaBUJIa XOPOILEro NOBEAEHUs IEUCTBYIOT BE3/E - JaXE B BUPTYaIbHOM MHUpE.

13. OObsicHUTE HAETSIM, YTO HM B KOEM CiIy4ae HeNb3sd HUcCIoiab3oBaTh CeTb aiid
XYyJIMTAHCTBA, PACIIPOCTPAHEHUS CIUIETEH WJIN YIPO3 APYTHUM JTIOISIM.

14. O6cynute ¢ MOAPOCTKAMU MPOOJIEMbI CETEBBIX a3apTHBIX UTP U UX BO3MOXKHBIM
puck. HamoMHuTe, 4TO 1€TH HE MOTYT UTPATh B 3TU UTPHI COTJIACHO 3aKOHY.

[TocTosiHHO KOHTpOIHMPYHTE Hcnonb3oBanue Mutepuera Bammm pedbernkom! D10 He
HapylIeHUE €ro JUYHOTO IPOCTPAHCTBA, a4 Mepa MPEIOCTOPONKHOCTA M NPOSBICHUE
Baiueii ponuTenbCKoil OTBETCTBEHHOCTH U 3a00THI.




